
Zoom Security Updates 
Zoom has taken several steps to improve security with its application. 

 Meeting passwords 

o Participants will need the password to join the meeting 

 Waiting room 

o Participants will be placed into a waiting room until admitted to the meeting 

 Lock Meeting 

o Meeting can be locked so no one else can join 

 Remove participant 

o Participants can be moved to the waiting room or removed altogether 

 Screen sharing 

o Participants can be given the ability to screen share or have it removed 

 Chat 

o Participants can be given the ability to chat or have it removed 

 Meeting encryption 

o Encryption has been upgraded to AES 256-bit GCM 

 Data center regions 

o The data center region that handles traffic for your meeting can be limited. For example, 

it can be limited to the US region only 


